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About RESULT™ Software

Thermo Electron Corporation instruments use the RESULT™
software platform, which has two distinct applications: RESULT
Integration and RESULT Operation. RESULT Integration is used by a
lab manager, or some other trained individual, to create workflows.
A workflow is a series of tasks (such as collecting data and archiving
records) that are required to analyze a sample, generate a report, and
archive the results. In the Integration application, the creator of the
workflow specifies all collection parameters, determines which
electronic records will be stored, and decides if and when digital
signatures will be used.

Once a workflow has been developed so that it meets the
requirements of the system owner, it is implemented in RESULT
Operation, which is the application used by operators to qualify the
system and run routine samples in a production environment. Based
on the steps in the workflow, the operator is guided through the
sample analysis and can be assigned different privileges based on his
or her access level.

RESULT was designed using Thermo Electron’s Madison, Wisconsin
development and manufacturing site’s ISO 9001 certified product
development procedures. It is thoroughly documented and tested to
help you meet the 21 CFR Part 11 requirements and includes the
following tools:

* System log-ins and passwords

* Automatic audit trail generation

* Digital signatures with reports and data

* Electronic Standard Operating Procedures (SOPs)

e Network security with Windows®

* Report file format viewable with web browsers

* Signing and Security of TQ Analyst™ quantitative and
qualitative methods

® Tamper proof reports and data files

RESULT Software: 21 CFR Part 11 Compliance 1
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Windows security is embedded in the RESULT software structure and
is set up through the Windows security feature. The Windows logon
and password are used to authenticate users when an electronic
record is created, so, in conjunction with RESULT access privileges,
the logon and password allow you to control access to an analyzer.
Those responsible for maintaining system records must take
measures to ensure that RESULT operates in a closed system.
(Additional information on the system requirements and
specifications for RESULT software can be found in the Thermo
Electron Corporation’s ValPro™ System Qualification manual.)

Thermo Electron Corporation



_geey
/RESULE

History

Key subparts

Understanding 21 CFR Part 11

The Electronic Signatures and Electronic Records Rule (21 CFR Part
11) outlines the FDA criteria for accepting electronic records and
signatures. The FDA regulation provides companies with specific
requirements for maintaining the trustworthiness, reliability, and
integrity of electronic records and ensuring that electronic records
are equivalent to paper records. The rule became effective on August
20, 1997 for all industries, companies, and organizations regulated
by the FDA. This document explains how Thermo Electron’s
RESULT software can help companies ensure compliance with the
regulations in 21 CFR Part 11.

In 1991, the FDA met with representatives from the pharmaceutical
industry to determine how to accommodate an electronic record
system, under the guidelines of current Good Manufacturing Practice
(cGMP), that would create a “paperless” record system. The 21 CFR
Part 11 was created to prevent fraud in the generation and signing of
electronic records.

The 21 CFR Part 11 is divided into three subparts.

Subpart A defines the scope and implementation of the regulations
and defines key terms in the document.

Subpart B describes the requirements for electronic records,
including information associated with the electronic signature, the
controls for data generation from closed and open systems, and
information about linking the electronic signature to the record.

Subpart C details the requirements, components, and controls for
electronic signatures

RESULT Software: 21 CFR Part 11 Compliance 3
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Key definitions

The following definitions are taken directly from
the 21 CFR, Part 11, Section 11.3 (b):

Electronic record means any combination of text, graphics, data,
audio, pictorial, or other information representation in digital form
that is created, modified, maintained, archived, retrieved, or
distributed by a computer system.

Electronic signature means a computer data compilation of any
symbol or series of symbols executed, adopted, or authorized by an
individual to be the legally binding equivalent of the individual’s
handwritten signature.

Digital signature means an electronic signature based upon
cryptographic methods of originator authentication, computed by
using a set of rules and a set of parameters such that the identity of
the signer and the integrity of the data can be verified.

Closed system means an environment in which system access is
controlled by persons who are responsible for the content of
electronic records that are on the system.

RESULT software is designed to provide electronic and digital
signatures, and electronic records using non-biometric controls
within a closed system.

Thermo Electron Corporation
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21 CFR Part 11:
Electronic Records;
Electronic Signatures

Note

Subpart B:
Electronic Records

§11.10 Controls
for closed systems

Using RESULT to Meet
21 CFR Part 11 Requirements

This section provides the text of each requirement of 21 CFR 11,
Subparts B and C in italics, followed by information on how RESULT
software can be used to meet the requirement. RESULT alone cannot
meet the requirements. The software contains the tools needed to
demonstrate to the FDA that electronic records and electronic
signatures can be generated according to regulations.

The regulations in this part set forth the criteria under which the
agency considers electronic records, electronic signatures, and
handwritten signatures executed to electronic records to be
trustworthy, reliable, and generally equivalent to paper records and
handwritten signatures executed on paper.

There are certain sections of the 21 CFR Part 11 that are solely the
responsibility of the owner of the system, and as such, Thermo
Electron cannot directly demonstrate compliance with these
requirements. A

Subpart B of 21 CFR 11 documents the regulations pertaining to the
generation and use of electronic records.

Persons who use closed systems to create, modify, maintain, or
transmit electronic records shall employ procedures and controls
designed to ensure the authenticity, integrity, and, when appropriate,
the confidentiality of electronic records, and to ensure that the
signer cannot readily repudiate the signed record as not genuine.
Such procedures and controls shall include the following:

RESULT Software: 21 CFR Part 11 Compliance 5
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§11.10(a)

§11.10(b)

Validation of systems_to ensure accuracy, reliability, consistent
intended performance and the ability to discern invalid or altered
records.

The system owner must develop a protocol for validating the system.
RESULT, when used in combination with Thermo Electron’s ValPro
System Qualification software, provides the tools you need to
qualify your system and includes materials to help you meet the
requirements of Design Qualification (DQ), Installation
Qualification (IQ), Operational Qualification (OQ), and Performance
Qualification (PQ). For more information, contact your Thermo
Electron representative or consult the ValPro manual or Pre-
Installation Qualification Overview.

The ability to detect invalid or altered records is controlled by using
the digital signature feature in RESULT. With digital signatures, all
reports, data, SOPs, and other electronic records can be digitally
signed, which ensures the validity of the record. By checking for the
presence of a correct digital signature, RESULT can detect invalid or
altered records.

The ability to generate accurate and complete copies of records in
human readable and electronic form suitable for inspection, review,
and copying by the agency. Persons should contact the agency if
there are any questions regarding the ability of the agency to
perform such review and copying of the electronic records.

When creating workflows in RESULT Integration, spectral data files
can be saved in one of the following formats: Comma Separated
Value (CSV), Nicolet™ Spectral Data (*.spa), Galactic (.spc), or
JCAMP. Spectral files can be copied into other applications, such as
MS Word or Excel, and can be viewed and printed using Thermo
Electron’s RESULT software or TQ Analyst package. The Nicolet
Spectral Data (*.spa) format, however, is the only one that supports
digital signatures. All reports created by RESULT are in HTML
(Hypertext Markup Language) and can be viewed and printed using
RESULT or most web browsers. (The system owner is responsible for
deciding how records will be maintained and which format will be
used to save spectral data.)

Thermo Electron Corporation
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§11.10(d)

Protection of records to enable their accurate and ready retrieval
throughout the records retention period.

All electronic records generated by RESULT can be archived on a
secure server such as a Windows system. The system owner or
MIS/IT group must determine how the files will be archived and
backed up and who has access to these records. It is also necessary to
have a procedure to ensure that retrieval records can be read.
Generally, this requires the system owner to convert records to a new
format or to keep and maintain the tools for reading the records in
their current format.

Limiting system access to authorized individuals.

Using Windows secure logons is the preferred method for
controlling access to the system. RESULT can be installed only on
computers that have the Windows operating systems which ensure
that you can control access to the system. The RESULT User’s Guide
provides details on computer requirements. A user profile is created
with the User Manager in Windows, and each profile is associated
with only one logon identification. Using the Windows User
Manager, the RESULT software is installed only under user accounts
that call for access to the system.

The logon feature of Windows allows system administrators to
restrict system access to those who are authorized. To gain access to
RESULT, users must log on to Windows and then re-enter their
Windows passwords when launching RESULT. To ensure full
security, the user should be given a unique user name and a private
password. (The passwords created under Windows are encrypted
using the cryptographic services in Windows. For more information,
please consult your Windows manual or on-line help.)

The system administrator also can configure users’ profiles to
restrict their access to the programs they need. A Windows system
must be configured with a secure file system, such as NTFS, in order
to grant individual read, write, and delete access to users. The
configuration file of RESULT Operation can be accessed and changed
only by those with RESULT administrator privileges, which are
granted with the RESULT Operation User Manager.

RESULT Software: 21 CFR Part 11 Compliance 7
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§11.10(e)

Usemame: I 0K |
Full Marme: I
Description: |
Pazzword: I

LCaonfirm

Paszword: I

¥ Uszer Must Change Password at Mext Logon
[ Usger Cannot Change Password

[ Password Mever Expires

[ Account Dizabled

5 13
Groups Prafile Dialin

Example of New User dialog box in Windows User Manager
(Windows NT® example)

Use of secure, computer-generated, time-stamped audit trails to
independently record the date and time of operator entries and
actions that create, modify, or delete electronic records. Record
changes shall not obscure previously recorded information. Such
audit trail documentation shall be retained for a period at least as
long as that required for the subject electronic records and shall be
available for agency review and copying.

Every time an electronic record is created, modified, or deleted,
information about that action is automatically logged to a database
created by RESULT Operation. The entries into the database are date
and time stamped and are assigned a unique identification number
that represents the entry number in the database. (An operator name
is also listed, along with a description of the action.) Older entries in
the database cannot be overwritten, but the database is SQL
compatible and can be queried using RESULT or other database
applications such as MS Access. Because the audit trail is SQL
compatible, it can be easily reviewed and copied by the FDA.

Thermo Electron Corporation
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The audit log can also be used to detect backdating. When the log is
sorted by key ID, the dates and times should be in chronological
order. If they are not, it is a clear indication that backdating has
occurred. (The system owner must establish a procedure for
maintaining an audit trail log.)

The Windows event log, in addition to the audit log, can be used as
an audit trail for monitoring operating system events such as file
deletions and unauthorized log on attempts.

Use of operational system checks to enforce permitted sequencing of
steps and events, as appropriate.

RESULT software has two distinct applications programs: RESULT
Integration and RESULT Operation. A lab manager, or some other
trained individual, uses RESULT Integration to create workflows.

A workflow is a series of tasks (such as collecting and archiving
data) that an operator performs during sample analysis. In RESULT
Integration, the workflow creator specifies the collection parameters,
determines which electronic records will be archived, sets the
location where archived records are stored, and decides if and when
digital signatures will be used. (The option to use digital signatures
is included to help ensure the integrity of the steps and events in
workflows.)

Once the workflow meets the requirements of the system owner, it is
implemented in RESULT Operation, which is the application used by
operators to run routine samples in a production environment. The
RESULT Operation interface is easy to use. It provides operators with
only the functions they need and can be configured to grant each
user specific privileges. The operator is prompted step-by-step
through an analysis based on the set of workflow tasks created in
RESULT Integration. (A typical sequence for an analysis is to collect,
measure, report, and then archive data.)

These features limited user access, controlled analysis events, and

automatic data archiving reduce the potential for operator mistakes
and help enforce the sequencing of events.

RESULT Software: 21 CFR Part 11 Compliance 9
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§11.10(g)

Use of authority checks to ensure that only authorized individuals
can use the system, electronically sign a record, access the operation
or computer system input or output device, alter a record, or
perform the operation at hand.

Because Windows security is embedded in the RESULT software, the
user access privilege requirements and individuality features of
Windows can be used. The system administrator or MIS/IT group
must establish access failure criteria, and it is the responsibility of
the system administrator to set these security features to ensure that
only authorized individuals have access to the system and files on
the system.

The operator must enter his or her Windows password a second time
to gain access to RESULT Operation software. In addition, RESULT
has a logon feature that can be used to control the functionality
available to the operator. To use the logon feature, an administrator
configures the Manage Users dialog box.

4% Manage Users

Select uzer log on:
Dioe j Add I Hemnvel

User Information
ID: {71190305-7F 44110 4-8582-0000C00 4C9F3}

Mame: I Doe, John

Log on |Doe

PC or domait; |NIE_INSTF|_NT

Uzer Privileges
¥ Fiun production warkflaws
¥ Fun workflows off-ine
V¥ Fiun W alPro qualification
¥ &ccess Standards meru
M access Logs menu
¥ &ccess Maintenance menu
¥ #ccess Service menu
WV Access Admiristration menu

ok I Cancel |

Manager Users dialog box in RESULT Operation

Thermo Electron Corporation
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§11.10(i)

Use of device (e.g., terminal) checks to determine, as appropriate,
the validity of the source of data input or operational instruction.

Spectrometer parameters are chosen from select lists during the
creation of the workflow in RESULT Integration. In the workflow, the
creator determines the collection parameters for each analysis. When
the workflow is implemented in RESULT Operation, these same
parameters are executed. The operator, who generally is not given
access to RESULT Integration, cannot change the collection
parameters, and the software and firmware restrict and check most of
the spectrometer parameters.

Determination that persons who develop, maintain, or use electronic
record/electronic signature systems have the education, training,
and experience to perform their assigned tasks.

Training classes on RESULT software and Thermo Electron’s
Antaris™ line of analyzers are available at Thermo Electron’s
development and manufacturing site in Madison, Wisconsin,
Thermo Electron facilities throughout the world, and at your site.
These courses are available to assist you in training those who
maintain or use electronic record systems supplied by Thermo
Electron.

To facilitate the training of your operators, RESULT Operation is able
to incorporate electronic Standard Operating Procedures (SOPs) in
the Adobe® Acrobat® format (pdf). These work instructions can be
associated with functions in RESULT Operation, and the SOPs can
be digitally signed using the features available in Adobe Acrobat
version 4.0 or greater. (Refer to the Adobe Acrobat documentation
for details on signing these files.)

Thermo Electron trains its developers and maintains training records
according to internal quality procedures. A training matrix is
maintained along with individual training records for each
developer. Thermo Electron’s Madison, Wisconsin site is ISO
9001:2000 certified and follows these guidelines when developing
all products.

A training matrix is also maintained for Thermo Electron field
service engineers, who are trained to maintain and service Thermo
Electron Corporation products. These service engineers attend a
comprehensive training course and must be re-certified on an annual
basis.

RESULT Software: 21 CFR Part 11 Compliance 11
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$11.10()

§11.10(k)

§11.10(k1)

Note

§11.10(k2)

The establishment of, and adherence to, written policies that hold
individuals accountable and responsible for actions initiated under
their electronic signatures, in order to deter record and signature
falsification.

To deter falsification or fraud, the system owner must establish
written policies that hold individuals accountable for actions initiated
under electronic signatures.

Use of appropriate controls over systems documentation including:

Adequate controls over the distribution of, access to, and use of
documentation for system operation and maintenance.

The software includes manuals for operating and maintaining
Thermo Electron analyzers and RESULT software, and the
information in these manuals can be used to create SOPs.

It is the responsibility of the system owner to control the system
documentation. a

Revision and change control procedures to maintain an audit trail
that documents time-sequenced development and modification of
systems documentation.

Software and firmware, as well as on-line and printed
documentation, contain version information that can be incorporated
into the system owner’s documentation control system. Information
on the software and firmware version number can be obtained by
running Instrument Status from the Maintenance menu in RESULT
Operation. The system owner must implement a change control
protocol for system documentation.

ValPro reports also contain version and signature information that
can be incorporated into the system owner’s documentation control
system. (Information on the ValPro version number and signature
information can be obtained by referring to the ValPro reports.)

Thermo Electron Corporation



§11.30 Controls  Persons who use open systems to create, modify, maintain, or

for open systems ~ fransmit electronic records shall employ procedures and controls
designed to ensure the authenticity, integrity, and, as appropriate,
the confidentiality of electronic records from the point of their
creation to the point of their receipt. Such procedures and controls
shall include those identified in § 11.10, as appropriate, and
additional measures such as document encryption and use of
appropriate digital signature standards to ensure, as necessary
under the circumstances, record authenticity, integrity, and
confidentiality.

Windows security is embedded as part of the RESULT software
structure, and security is set up through the Windows security
feature. The Windows logon and password, in conjunction with the
password re-verification required when starting RESULT Operation,
provide a way to control access to the RESULT software and an
analyzer. Those responsible for maintaining system records must
take adequate measures to ensure that RESULT complies in an open
system. By following the guidelines in this document, RESULT will
comply with the requirements for a closed system.

§11.50 Signature  (a) Signed electronic records shall contain information associated
manifestations with the signing that clearly indicates all of the following:

(1) The printed name of the signer;
(2) The date and time when the signature was executed; and

(3) The meaning (such as review, approval, responsibility, or
authorship) associated with the signature.

(b) The items identified in paragraphs (a)(1), (a)(2), and (a)(3) of
this section shall be subject to the same controls as for electronic
records and shall be included as part of any human readable
form of the electronic record (such as electronic display or
printout).

Additional requirements for a handwritten or electronic signature are
the printed name of signer, the date and time when signed, and the
meaning of the signature (such as review or approval). The signature
must be included as a part of any human readable form of an
electronic record. All digital signatures produced by RESULT contain
the information specified by the regulations, in addition to the
signature. The signature is included as part of the human readable,
printed form of the electronic record.

RESULT Software: 21 CFR Part 11 Compliance 13
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linking.

Subpart C:
Electronic Signatures

§11.100 General requirements
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§11.100(a)

§11.100(b)

§11.100(c)

Electronic signatures and handwritten signatures executed to
electronic records shall be linked to their respective electronic
records to ensure that the signatures cannot be excised, copied, or
otherwise transferred to falsify an electronic record by ordinary
means.

The digital signature is stored in the same data file or report that is
signed. Because the signature is stored in the same file as the
electronic record, all digital signatures produced in RESULT are
directly linked to the electronic record. A check of an electronic
record can verify if the signature is valid. An invalid signature could
be caused by a record that was never signed or a record that was
modified after it was signed. If an invalid signature was attached to
an electronic record, or if the record was tampered with, simply
checking the signature on the electronic file will reveal the problem.

Subpart C of 21 CFR 11 documents the regulations pertaining to the
generation and use of electronic signatures.

This section of 21 CFR 11 details the general requirements for
assigning and instituting electronic signatures.

Each electronic signature shall be unique to one individual and shall
not be reused by, or reassigned to, anyone else.

Before an organization establishes, assigns, certifies, or otherwise
sanctions an individual’s electronic signature, or any element of
such electronic signature, the organization shall verify the identity of
the individual.

Persons using electronic signatures shall, prior to or at the time of
such use, certify to the agency that the electronic signatures in their
system, used on or after August 20, 1997, are intended to be the
legally binding equivalent of traditional handwritten signatures.

The system owner’s policy for assigning Windows logons and
passwords must comply with this requirement, which can be
accomplished by assigning a unique username to each individual and
by not reusing or reassigning any usernames. If the usernames are
unique for all individuals with access to the system, then the digital

Thermo Electron Corporation



§11.200 Electronic signature
components and controls.

§11.200 ()

signature produced by RESULT will be unique. In order to have an
electronic signature, the organization using the signature must make
it legally binding by submitting a letter and a form to the FDA. (A
procedure to ensure the requirements of §11.100 must be established
by the organization or system owner.)

This section of 21 CFR 11 details the components and controls
required for using electronic signatures.

Electronic signatures not based upon biometrics shall:

(1) Employ at least two distinct identification components such as
an identification code and password.

(i) When an individual executes a series of signings during a
single, continuous period of controlled system access, the
first signing shall be executed using all electronic signature
components; subsequent signings shall be executed using at
least one electronic signature component that is only
executable by, and designed to be used only by, the
individual.

(ii) When an individual executes one or more signings not
performed during a single, continuous period of controlled
system access, each signing shall be executed using all of the
electronic signature components.

Digital signatures used by RESULT are based on the user’s logon and
Windows password. The cryptographic service in Windows is used
to generate the digital signature in RESULT, and the combination of
the signature components is unique for each user, as long as the
requirements in 11.100 (a) are met.

All signings in the Result software require entering a logon
identification and a password.

RESULT Software: 21 CFR Part 11 Compliance 15
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§11.200 ()

§11.200 (b)

§11.300 Controls for
identification codes/
passwords.

§11.300(a)

§11.300(b)

§11.300(c)

Electronic signatures not based upon biometrics shall:

(2) Be used only by their genuine owner.

(3) Be administered to ensure that attempted use of the electronic
signature by anyone other than its genuine owner requires
collaboration of two or more individuals.

The system owner and administration must implement a protocol for
using electronic signatures that ensures that requirements (2) and (3)
are met.

Electronic signatures based upon biometrics shall be designed to
ensure that they cannot be used by anyone other than their genuine
owners.

This requirement does not apply to RESULT because RESULT uses
digital signatures based on the combination of a username and
password, not on biometrics.

Persons who use electronic signatures based upon use of
identification codes in combination with passwords shall employ
controls to ensure their security and integrity. Such controls shall
include:

Maintaining the uniqueness of each combined identification code
and password, such that no two individuals have the same
combination of identification code and password.

The system administrator or MIS/IT group must ensure that the ID
code and password combinations are unique by issuing each user a
unique logon identification.

Ensuring that identification code and password issuances are
periodically checked, recalled, or revised (e.g., to cover such events
as password aging).

Following loss management procedures to electronically de-
authorize lost, stolen, missing, or otherwise potentially compromised
tokens, cards, and other devices that bear or generate identification
code or password information, and to issue temporary or permanent
replacements using suitable, rigorous controls.

Thermo Electron Corporation



$11.300(d)

Use of transaction safeguards to prevent unauthorized use of
passwords and/or identification codes, and to detect and report in an
immediate and urgent manner any attempts at their unauthorized use
to the system security unit, and, as appropriate, to organizational
management.

The Windows security features simplify the process of periodically
checking, recalling, and revising logons and passwords. (Transaction
safeguards that prevent unauthorized access to the system are also
available in Windows.) The event log can be configured to log
attempts at unauthorized access, but the system administrator must
establish procedures for loss management and checking ID codes
and passwords.

A recommended method for preventing unauthorized use is to limit
and log the number of failed logon attempts and to set up a password
aging procedure that sets a limit on the length of time a password is
valid.

Account Policy Ed
Carnputer: PC_MHAME
— Password Restrictions Cancel |

r— Mirnimum Pazsword Age

& Allow Changes Immediately ﬂl
" Expires Inl E Days - AIIanhangesInl E Days

— Pazsword Uniqueness

r— b arimum Pazsword Age

— kinimum Pazzword Length

% Pemit Blank Password " Do Not Keep Password History

i .t’-‘n.tl__eastl E Characters - Bemembell E Passwords

£ Mo account lockaut

— ™ Account lockout

Lockout after I E bad logon atternpts

Fezet count after I E minutes

Lockout Duration

€ Foreyer [until admin unlocks]

¢ Duration I E minLtes

[ Users must lag o in order to change pazsword

Example of Account Policy dialog box
(Windows NT version)
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§11.300(e)

Summary

Initial and periodic testing of devices, such as tokens or cards, that
bear or generate identification code or password information to
ensure that they function properly and have not been altered in an
unauthorized manner.

RESULT does not use cards or tokens to create identification codes,
so this does not apply.

In summary, RESULT was designed and developed to comply with
the requirements in the 21 CFR Part 11. Based upon Thermo
Electron’s interpretation of the regulations and on consultation with
experts in the field, RESULT contains all the necessary tools required
to assist you in complying with the regulations on electronic records
and electronic signatures.

Thermo Electron Corporation



,Resuct. For More Information

For more information on the requirements of 21 CFR Part 11, go
online to the FDA web site at www.fda.gov.

For more information on Thermo Electron Corporation products
including RESULT software and the ValPro System Qualification
package contact:

Thermo Electron Corporation
5225 Verona Road, Bldg. 5
Madison, WI 53711-4495

Telephone: 1-800-642-6538 (U.S.A.) or
+608-273-5015 (worldwide)

Fax: +608-273-5045 (worldwide)

E-mail: techsupport.analyze @thermo.com

You can also find information regarding Thermo Electron products
by visiting the Thermo Electron web site at: www.thermo.com.
For the telephone and fax numbers of Thermo Electron subsidiaries

and representatives, please refer to the Thermo Electron web site
listed above.

RESULT Software: 21 CFR Part 11 Compliance 19
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RESULT Software 21 CFR Part 11
Compliance Document Disclaimer

We are providing this information to help you understand and
address the 21 CFR Part 11 regulations and to explain how RESULT
software meets these regulations. By providing this document, we
are not recommending how to implement the regulations. Our
customers are solely responsible for reading, understanding,
interpreting, and implementing the regulations in the 21 CFR Part 11
with Thermo Electron products.

In providing you with the 21 CFR Part 11 Compliance statement
contained in this document, Thermo Electron has taken reasonable
measure to provide accurate information regarding the 21 CFR Part
11 compliance of our products. However, it must be understood that
regulations and the enforcement of those regulations are continually
changing, and we cannot guarantee that the information contained in
this document is complete and current or that it applies to every
situation.

For non-Thermo Electron products, whether obtained from us or our
authorized distributors, please consult directly with the third-party
product developer for the 21 CFR Part 11 compliance status of those
products. In some cases we may pass along information that third
parties have provided regarding the 21 CFR Part 11 compliance
status of their products. We have not verified, will not verify, and
will not accept any responsibility for the accuracy or completeness
of such information.

The information in this document could contain technical
inaccuracies or typographical errors and is subject to change without
notice.

Thermo Electron Corporation, its employees, or its agents or
representatives in connection with the information in this documents
in no event shall be liable for indirect, special, consequential or
incidental damages, including but not limited to loss of revenue, loss
of profits, or loss of good will, regardless of whether we (a) have
been informed of the possibility of such damages, or (b) are
negligent.
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Thermo Electron’s obligations and responsibilities regarding our
products are governed solely by the agreements under which they are
sold or licensed. Nothing in this statement is intended to modify
rights or obligations under any agreements or to create any new
rights or obligations between us and our customers.
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