
Introduction 
In this economic climate being able to pay for software applications as 
you use them, rather than purchasing a system customized to meet your 
maximum possible demand is an attractive prospect. Cloud computing 
technology gives access to significantly cheaper processing and data 
storage facilities compared to the traditional server managed within an 
organization's IT departments, but how does the organization protect its IP 
and confidential data in this environment? This poster will discuss the 
security and protection of data in the hosted LIMS environment, and 
show why in today’s hosted architecture, security provisions often exceed 
those in place within many organizations.

Conclusion
It is natural for any enterprise to feel that managing its own data is safer 
than entrusting it to another organization. When we examine the processes 
and standards required to guarantee certain levels of security and 
availability, however, it becomes clear that very high levels of investment 
and expertise are required to really excel at hosting. 

Today, more and more companies are outsourcing their IT operations for 
this very reason. This is true in the LIMS vertical as in others: Thermo 
Fisher Scientific has partnered with a top-level, Tier III-certified hosting 
provider to host our own LIMS-on-Demand offering, rather than do it 
ourselves.

The bottom line is that for most organizations, hosting is not (and should 
not be) a core competency. It makes business sense to outsource hosting 
to those who are expert at it, and focus enterprise resources on the core 
business. The alternative is to undergo all of the processes and standards 
implementations that top-level hosting providers do, as this is the only 
way to ensure that business-critical data is truly secure.

Please visit www.limsondemand.comfor more information.

*LIMS-on-Demand is a trademark of Thermo Fisher Scientific

SAS 70 Type I & II
The "Statement on Auditing Standards No. 70: Service Organizations", 
typically abbreviated as SAS 70, is an auditing statement issued by the 
Auditing Standards Board of the American Institute of Certified Public 
Accountants (AICPA). It provides guidance to service auditors to help 
them assess the internal controls of a service organization and issue an 
audit report. There are many types of service organizations which fall 
under the SAS 70 umbrella, but what concerns us is that it applies to 
hosted data centers.

There are two types of SAS 70 report, Type I and Type II. A Type I report 
addresses the service auditor's opinion on whether the presentation of the 
service organization's description of controls that had been placed in 
operation is a fair one, and also the service auditor's opinion on the 
whether the design of those controls is suited to achieve the control 
objectives specified by the service organization. A Type II report includes 
everything a Type I report does, and additionally addresses the service 
auditor's opinion on whether the specific controls were in effect during the 
period under review.

So essentially, a Type I report talks about whether what the service 
organization says it does is fair and suitable, and the Type II report further 
assesses whether it is actually doing the things it says it does. It is 
considered standard practice for a data center to have a SAS 70 Type II 
audit at least yearly. Any organization planning on hosting its own data 
infrastructure for crucial systems such as LIMS should consider whether it 
would have the ability to answer the questions about its systems and 
processes that such an audit would pose.

Uptime Institute & Telecommunications Industry 
Association
The Uptime Institute is a recognized authority which provides education, 
publications, consulting, certifications, conferences and seminars, 
independent research, and thought leadership for the enterprise data center 
industry and for data center professionals. It defines the Tier Standard, 
which describes four levels of availability of the hardware at a data center 
location:

Tier I – Basic site infrastructure 
Tier II – Redundant site infrastructure capacity components 
Tier III – Concurrently maintainable site infrastructure 
Tier IV – Fault tolerant site infrastructure 

Part of the impact of running Tier I and II data centers is that the site 
infrastructure must be completely shut down on an annual basis to safely

� All transactions (e.g. changes to hardware or other operations) 
should be logged and audited

Power and Environment

� There should be redundant Uninterruptible Power Supplies (UPS) 
and Generator backups for all systems

� Heating Ventilation Air Conditioning (HVAC) systems should be 
arranged in a redundant configuration

� Levels of airflow, temperature, and humidity should be monitored 
and controlled appropriately
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IT Infrastructure and Security
It is clear that IT operations are crucial to most organizations, simply 
because companies rely on such systems for the continuity of their 
business. Lack of availability of a system means that business operations 
can be severely impacted or indeed may come to a complete standstill. 

Another primary concern is data security, particularly in industries where 
intellectual property is crucial. The reliability and security of IT 
infrastructure has thus become a core concern for enterprises, and so the 
infrastructure a company uses to run its business must be held to high 
standards to ensure the integrity and functionality of its systems. There 
are organizations and practices which govern many of the necessary 
considerations when designing a reliable and secure data center. Let us 
examine some of these.

Biometric Two-Factor authentication

Two-factor authentication occurs when a person proves his 
or her identity using two of the following three methods:

� “Something you know” (e.g. a PIN or a password)
� “Something you have” (e.g. a physical smartcard or 

token)
� “Something you are” (e.g. a fingerprint or an iris scan)

Two-factor biometric authentication therefore describes a 
two-factor authentication system where one of the factors is 
a biometric factor, such as a fingerprint or an iris scan. An 
example is an authentication system which requires a 
combination of an iris scan and a password.

perform necessary preventive maintenance and repair work. Tier III and
Tier IV data centers are not susceptible to such an impact. For any 
business-critical systems, such as LIMS, Tier III or higher is 
recommended. Any organization planning on hosting its own data servers 
need not undergo certification by the Uptime Institute, but nonetheless 
their recommendations should be followed when designing a solution.

The Telecommunications Industry Association (TIA) is a global trade 
association headquartered in the United States. It represents about 600 
telecommunications companies and helps create universal networking and 
education standards for the telephony, data networking, and convergence 
industries. It has helped develop various standards that have been used 
worldwide, including a standard called TIA-942, which covers Data 
Center Standards. The document addresses the following:

� Site space and layout
� Cabling infrastructure
� Tiered reliability
� Environmental considerations

The section on Tiered Reliability is drawn from information from the 
Uptime Institute, so TIA-942 actually goes beyond what the Uptime 
Institute lays out.

It is recommended that any organization planning on hosting its own data 
servers for business-critical systems, such as LIMS, should use TIA-942 
as a basis for designing a solution.

Security and Availability Considerations
Given these standards as a background, let us examine some of the factors 
which should be considered when designing a solution for a business-
critical system such as a LIMS.

Security

� Data centers should be monitored 24x7x365 by closed-circuit 
cameras and onsite guards

� Data centers should be physically isolated and accessible only by 
data center administrators

� Access should be restricted to authorized personnel through 
biometric two-factor authentication

SAS 70 Type II Audit

Certifies both that what the data center proposes to do is 
suitable, and  that the data center actually does it.

Fire Detection and Suppression

� Multi-zoned, dry pipe, water based fire suppression systems should 
be used

� Monitors should be provided to sample air and provide alarms prior 
to pressurization

� Localized water discharge to avoid broad damage to equipment

Flood Control and Earthquake

� All facilities should be built above sea level with no basement areas
� Moisture barriers should be provided on exterior walls
� Dedicated pump rooms should be provided for drainage/evacuations 

systems
� Moisture detection systems should be provided

� All facilities should meet or exceed requirements for local seismic 
building codes


